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Prevent Policy
1 [bookmark: _Toc157413472][bookmark: _Toc100660106][bookmark: _Toc211587866]Purpose
1.1 Cardiff Metropolitan University (‘the University’) as a ‘specified authority’ is required by Section 26 of the Counter Terrorism and Security Act 2015 to have ‘due regard to the need to prevent people from being drawn into terrorism’ (‘the Prevent Duty’).
1.2 Prevent is one of the of the 4 Pillars of the UK Government’s counter terrorism strategy ‘CONTEST’. Alongside Prevent the other 3 ‘P’ work strands are:
· Prevent: to stop people becoming terrorists or supporting terrorism.
· Pursue: to stop terrorist attacks.
· Protect: to strengthen our protection against a terrorist attack.
· Prepare: to mitigate the impact of a terrorist attack.
Section 29 of the Counter Terrorism and Security Act 2015 also requires the University to have regard to guidance issued by HM Government in meeting the Prevent Duty – Prevent duty guidance: England and Wales (2023) - GOV.UK.  The guidance identifies key areas that evidence a specified authority’s compliance with the Prevent Duty. 
The purpose of this Policy is to set out how the University meets its responsibilities under the Act and ensures compliance with the Prevent Duty. More specifically it specifies how it complies with the key areas in the Guidance. 
There are several specific criminal offences related to terrorism. This policy also sets out the University’s more general approach to protecting vulnerable members of the University community and measures put in place by the University to enable individuals to learn in a safe and secure environment.  
2 [bookmark: _Toc157413473][bookmark: _Toc100660107][bookmark: _Toc211587867]Scope
2.1 This Policy applies to all university staff, students, visitors to university buildings and those engaged in business on behalf of the University.  
3 [bookmark: _Toc157413474][bookmark: _Toc100660108][bookmark: _Toc211587869]Definitions
3.1 Radicalisation is when an individual is encouraged to develop extreme views or beliefs that support Terrorism (including groups and activities). In some cases, a person or group manipulate someone’s susceptibilities, at other times radicalisation is driven by ideological beliefs. An individual can also self -radicalise online. 
3.2 Terrorism is the use or threat of serious violence against a person or serious damage to property where that action is:
· designed to influence the government or an international governmental organisation or to intimidate the public or a section of the public; and
· [bookmark: _Toc157413475][bookmark: _Toc100660109]for the purpose of advancing a political, religious, racial or ideological cause
[bookmark: _Toc82757111][bookmark: _Toc211587870]Principles 

Cardiff Met University is committed to taking measures to ensure that students and staff are enabled to learn and work in a safe, secure and intellectually stimulating environment.
The University will exercise it’s Prevent duties in a risk-based and proportionate way.  It embeds its responsibilities into a safeguarding approach which seeks to provide support to any student or staff member who is deemed to be at risk of abuse or exploitation, including vulnerability to radicalisation and being drawn into violent extremism.
3.3 The University will seek to be as transparent as possible in its obligations under Prevent whilst also protecting individual and personal data as outlined in the University’s Data Protection Policy. This involves actively engaging the Students’ Union and the recognised trade unions in changes to this, and related, policies.
3.4 The University places a priority on working with partners to ensure its provide a safe environment for all. It actively engages with the South Wales Higher Education Prevent Forum and attends the Prevent Board that works in partnership with central and local government and security services to share information and best practice.
4 [bookmark: _Toc211587871][bookmark: _Toc157413476]Roles and Responsibilities
All staff have a responsibility to ensure that they are aware of the requirements of the Prevent Duty as outlined in this Policy. There is a requirement for all staff members to undertake training on Prevent.
The University Secretary is the Prevent Lead for the University and is responsible for the University’s overarching policy framework and providing assurance to the Board of Governors and external regulators of the University’s compliance with the Prevent Duty. The University Secretary chairs the Prevent Duty Co-ordination Group.
The Head of Compliance acts as the Prevent Co-ordinator and is responsible for policy development, the production and review of the Prevent Risk Assessment and Action Plan, operational implementation of the Policy, managing relationships with key external partners and stakeholders, and undertaking the annual monitoring exercise required by the regulator.

	
5 [bookmark: _Toc211587872]Prevent Duty Co-ordination Group
The University has a Prevent Duty Co-ordination Group (‘the Group’) that meets throughout the academic year to monitor the University’s compliance with the Prevent Duty
The Group is chaired by the University Secretary and is managed by the Head of Compliance as the Prevent Co-ordinator. Members of the group include senior staff from each academic school, professional services department, and the Students’ Union. 
6 [bookmark: _Toc82757113][bookmark: _Toc211587873]Risk Assessment and Action Plan 
The work of the Prevent Duty Co-ordination Group is informed by a Risk Assessment and Action Plan, which are reviewed regularly and discussed at each meeting. The Risk Assessment is monitored and amended considering information and updates on current risks received from external partners such as Counter Terrorism Local Policing. The Action Plan sets out how the various policies and procedures will be used to mitigate risks in the key areas provided in statutory guidance.
[bookmark: _Toc211587875]Freedom of Speech and Academic Freedom
The University is committed to upholding the legal principles of freedom of speech and academic freedom. Free and open debate of sometimes controversial topics is integral to academic study and research. Through its Code of Practice on Freedom of Speech the University specifies how it will balance compliance with the Prevent Duty and the need to prevent individuals from being drawn into terrorism against other legal duties for the protection of the freedom of speech (Section 43 Education Act (No 2) Act 1986), academic freedom (Section 202 Education Reform Act 1998), and equality (Equalities Act 2010). In complying with the Prevent Duty the University will not provide a platform for any terrorist organisation proscribed under the Terrorism Act 2000.  
Procedures are outlined in the Code of Practice on Freedom of Speech for the approval of external speakers and events at the University (on premises and on-line). The Code sets out measures that may be taken by the University to ensure controversial views and opinions are checked and balanced. The Prevent Co-ordinator may seek expert guidance from external partners in reaching a recommendation as to whether a proposed speaker or event should go ahead, and/ or to identify appropriate and proportionate control measures to mitigate any identified risks. 
7 [bookmark: _Toc82757115][bookmark: _Toc211587876][bookmark: _Toc77936664]Identification and Support of Vulnerable People 
There is significant risk that members of the University community may be targets for radicalisation by extremist groups, both face to face and online of vulnerable individuals becoming radicalised. The University will therefore seek to identify vulnerable individuals within the University community at the earliest stage possible and will ensure that appropriate support is provided. The University is mindful that signs of vulnerability to extremism are common with signs of vulnerability to abuse in all its forms. In such cases, the University will adopt a safeguarding approach. It is keen to understand the situation fully and put the welfare of the vulnerable person at the heart of its response and provide appropriate interventions.
The University provides a range of support services to students by the Student Services Department. Each student upon enrolling at Cardiff Met is also assigned a personal tutor. Such measures can provide continued and active engagement with vulnerable students.    
A full package of support is available to staff through the University’s Employee Assistance Programme (EAP). 
[bookmark: _Toc157413477]Concerns about potential vulnerability to radicalisation may become apparent during a disciplinary or other university procedure. In such circumstances, the disciplinary (or other) investigation and action will progress as normal, but this will not preclude any Prevent risk being assessed and any further action under this Policy taken (including additional support or external referral).   
8 [bookmark: _Toc211587877]Multifaith Chaplaincy
The Co-ordinating Chaplin provides pastoral support in relation to faith and spirituality, and bereavement.
The University seeks to ensure that there is appropriate provision on all of its campuses for individuals of any faith (and those with none) to access appropriate facilities for pastoral case and for religious or spiritual purposes. Space for prayer and reflection is managed by the Co-ordinating Chaplin. All prayer rooms are multi faith and are governed by a Prayer Room Protocol,
9 [bookmark: _Toc211587878]Prevent Referrals

Any member of the University community who has a concern that a student may be at risk or abuse or exploitation should refer initially to Student Services through the Cause for Concern route.  Initial concerns that a staff member may be at risk should be referred to People Services.  
If there is a direct threat of physical harm to an individual or an immediate concern regarding a person’s physical wellbeing, the correct response is to call 999 and inform the Prevent Co-ordinator that such action has been taken.
In situations where there is evidence that a person is at risk of being drawn into violent extremism, the Prevent Co-ordinator must be contacted.  The Prevent Co-ordinator may consult with statutory authorities on an anonymised basis to seek advice. A University case conference will usually be called to gather as much information as possible and undertake a risk analysis and will seek to reach an agreement on whether further internal interventions should be put in place or whether the risks are sufficiently high to necessitate an external referral into the Channel process.  
For student cases, a Risk Action Panel may be convened that would normally comprise individuals known to the student, e.g. a representative from their Academic School, and representatives from Student Services such as the Chief Student Office, Head of the Wellbeing Service and/or the Co-ordinating Chaplain, as appropriate. It would be normal practice to seek the individual’s input into the process unless the view is taken that to do so may increase the risk of potential harm. This assessment will be made on a case-by-case basis.
9.1 It may be the case that a Prevent referral is made to the Home Office and Counter Terrorism Policing Wales. Such a referral will be made via the All Wales Partners Prevent Referral Form. It may be the case that the individual who is the subject of the referral may be taken further under the Government’s Channel Process.  The University would cooperate as reasonably practicable with the Channel intervention process for any individual accepted onto it (See paragraph 16 below).
10 [bookmark: _Toc82757116][bookmark: _Toc211587879]Students’ Union and Societies
The University works in close partnership with the Students’ Union both formally and informally on day to day matters as part our shared commitment to deliver a safe learning environment and excellent student experience. This collaboration is particularly important for ensuring compliance with the Prevent Duty. The University consults with the Students’ Union on the development of the Prevent Policy and for overall implementation of the Prevent Duty. The Chief Executive of the Students’ Union is a member of the Prevent Duty Co-ordination Group.
As a charitable body and registered with the Charity Commission the Students’ Union should follow the Guidance in Chapter 5: Protecting charities from abuse for extremist purposes - GOV.UK.
In accordance with the University’s Code of Practice on Freedom of Speech, if a Students’ Union Society wishes to hold an event and / or host a guest speaker that covers a religious, spiritual, philosophical or political topic it is expected that they will follow the approval process for the event / guest speaker as set out in the Code.
11 [bookmark: _Toc82757119][bookmark: _Toc211587882]Staff Training 
11.1 The delivery of staff training is a key part of the Prevent Duty. It is important that relevant staff members have an awareness of Prevent and can recognise individuals who are vulnerable and at risk of radicalisation.
All new staff at the University are expected to undertake an e-module on the Prevent Duty so that they know their personal responsibilities. Written information on Prevent is also provided as part of the University’s induction programme, Further training can be made available to student-facing staff, which will involve briefing on the current terrorist threat and risks pertinent to the University’s population. 
All staff training is developed in line with published sector guidance, and covers:
· An understanding of the factors that make people support terrorist ideologies or engage in terrorist related activity,
· Recognising vulnerability to being drawn into terrorism, and awareness of what action to take.
· Awareness of the relevant procedures within the university to make a Prevent referral.
Records of training delivered to staff are maintained by the Prevent Coordinator, and further information and guidance on Prevent is available to staff via the internal staff Insite page Prevent Duty.
An annual briefing on legal compliance with the Prevent Duty and the University’s risk assessment will be provided for the senior management team and the Board of Governors
12 [bookmark: _Toc82757120][bookmark: _Toc211587883][bookmark: _Toc157413480][bookmark: _Toc100660113]Communications 
12.1 The University will not permit material supporting terrorism to be displayed within its premises, on the University’s website or in its communications. The University Security Team will investigate immediately if any such material is found. It is, however, acknowledged that there may be legitimate reasons to display materials relating to terrorism or violent extremism as part of legitimate teaching and research activities.
13 [bookmark: _Toc82757121][bookmark: _Toc211587884]Security Sensitive Research
13.1 [bookmark: _Toc157413482][bookmark: _Toc100660115]Academic members of staff who wish to undertake research into an extremism related field are required to go through the normal ethical review and approval process. This process will determine the potential risks to the University, including (but not limited) to the safety and wellbeing of the participants and researchers, and identify the necessary legal and ethical requirements.
14 [bookmark: _Toc82757122][bookmark: _Toc211587885]Information Technology
The University considers it unacceptable for its IT networks or equipment etc.  to be used in any way that supports, promotes or facilitates terrorism. Reference to the Prevent Duty is included in the IT Acceptable Use Policy. It provides a process which must be followed prior to any individual accessing extremist-related material for academic research purposes. The University will keep under review the possible use of filters as a means of restricting access to content covered by the Prevent Duty as part of its ongoing risk assessment process.


15 [bookmark: _Toc82757123][bookmark: _Toc211587886]Information Sharing

15.1 As outlined in paragraph 10.5 above the University is aware of the Channel process, and other opportunities for informal and formal sharing of information with relevant authorities, such as memberships of the local Prevent Partnership Board. It will use these opportunities when it is considered necessary and appropriate to do so in the interests of preventing people from being drawn into terrorism. Information sharing will only take place with external authorities when this is consistent with the provisions of the Data Protection Act 2018 and General Data Protection Regulation. 
16 [bookmark: _Toc211587888]Monitoring and Review
Medr is responsible for monitoring of the University’s compliance with the Prevent Guidance on behalf of the Welsh Government. 
The University’s Board of Governors is responsible for ensuring that the University provides appropriate information to Medr to evidence its compliance with the Prevent Duty. The Chair of the Board is responsible for confirming compliance on an annual basis.
17 [bookmark: _Toc211587889]Related Policies and Procedures
17.1 This Policy should be read in conjunction with the following related policies and procedures:
· Code of Practice on Freedom of Speech
· Data Protection Policy
· Research Misconduct Policy
· Staff Disciplinary Policy
· Student Disciplinary Procedure
· Unacceptable Use of IT Policy
17.2 Copies of all policies are available on the University’s Policy Hub.
18 [bookmark: _Toc211587890]Further Information
Further information and advice on Prevent is available from different organisations and agencies:
· ACT Early | Prevent radicalisation
· Prevent | Counter Terrorism Policing
· Staying safe from terrorism | South Wales Police
· Welsh Government: Keeping safe online - Hwb
· Home Office: Prevent duty training: Learn how to support people susceptible to radicalisation | Prevent duty training
· Prevent and Channel factsheet – 2024  – Home Office in the media
19 [bookmark: _Toc157413484][bookmark: _Toc100660117][bookmark: _Toc82757125][bookmark: _Toc211587891]Review and Approval
19.1 The Prevent Policy is checked on an annual basis to ensure it remains compliant with legislation and statutory guidance. A formal review is completed every three years in line with the policy cycle. 
19.2 The policy is approved by the University’s Audit Committee.
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